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Be Cyber Aware 
 

 
 
Be Cyber Aware 
It’s Cybersecurity Awareness Month, a great time to review good cyber habits with all members 
of your family. According to the FBI, “Internet-enabled crimes and cyber intrusions are becoming 
increasingly sophisticated and preventing them requires each user of a connected device to be 
aware and on guard.” While it may seem more likely that older individuals primarily fall prey to 
cyber scams, young adults who are just starting out can also be prime targets. 
 
Don’t get scammed. Scammers are more sophisticated every day, making it increasingly 
difficult to distinguish between legitimate communications, phishing, and “smishing .” Do not 
respond to alerts, emails, texts, or phone calls asking for confidential financial information, gift 
cards, or money. If you are unsure whether a communication is genuine, contact the sender 
directly through an official website email, chat function, or known phone number. 
 
Don’t transact in public. Using publicly available Wi-Fi provides opportunities for thieves to 
obtain your personal information. This risk goes up significantly when you transmit sensitive 
financial information, such as your credit card or bank account number, or other personal 
identifiable information (PII) such as your social security, passport, or driver’s license number 



over these networks. Always use your phone’s internet hotspot or wait until you are at home on 
your own protected, secure network to pay bills or make purchases. 
 
Keep your network secure. Make sure all of your devices are up-to-date with the latest 
software and operating systems. Install strong, well-reviewed anti-virus software on your 
computer and timely follow prompts when asked to install applicable updates. 
 
Use strong passwords. Always use strong passwords that cannot be easily guessed to help 
reduce the chance of cyber theft. Consider using randomly generated passwords stored in a 
reputable password management vault to securely store your passwords. Do not reuse 
passwords across multiple websites or platforms and utilize multi-factor identification (i.e., a 
secondary text or app code), when possible, to add an extra layer of protection against 
unwanted access. Passwords should be periodically updated for optimal security. 
 
For the younger members of your family: 
 
Don’t share. This is especially relevant if you have children heading off to college for the first 
time. Their devices, and their passwords, belong to them and should not be loaned out or left 
lying around unattended in public areas. 
 
Think before you post. As your children start to think about future jobs, urge them to be careful 
about what they post on social media or the internet generally. Even a post on a presumably 
private social media account can always be memorialized through a screenshot and live forever. 
In our electronic age, employers regularly check prospective employees’ social media for 
anything “problematic” prior to extending offers of employment. 
 
Taking proactive steps and using common sense can help significantly reduce the risk of 
cybercrime. If you believe you may have been the victim of a cybercrime, please contact us and 
your other financial institutions immediately. We are here to help and serve as a resource for 
your entire family. Please reach out to us with any questions you may have. 
 

_______________________________________________________ 
 
Important Information: 
The information contained herein reflects the view of Palisade Capital Management, L.L.C. and its affiliates 
(collectively, “Palisade” or the “Firm”) as of the date of publication. These views are subject to change without notice 
at any time subsequent to the date of issue. All information provided in this letter is for information purposes only and 
should not be deemed as investment advice or a recommendation to purchase or sell any specific security. While the 
information presented herein is believed to be reliable, no assurance, representation, or warranty is made concerning 
the accuracy of the data presented. In addition, there can be no guarantee that any projection, forecast, or opinion in 
the letter will be realized. 
  
Always consult with your CPA or tax professional. State tax laws vary. 
  
This information is confidential and for the use of the intended recipients only. It may not be reproduced, redistributed, 
or copied in whole or in part for any purpose without prior written consent. This document is not intended for 
distribution to, or use by, any party in any jurisdiction where such distribution or use would be contrary to local law or 
regulation. Certain information included in this document has been obtained from third-party sources believed to be 
reliable. No assurances can be given that such information is accurate. 
  



Palisade is an SEC registered investment management firm established in 1995. Based in Fort Lee, NJ, the Firm 
manages a variety of assets for a diversified client base, including institutions, foundations, endowments, pension 
and profit-sharing plans, retirement plans, mutual funds, private limited partnerships, family offices, and high net 
worth individuals. Registration with the Securities and Exchange Commission does not imply a certain level of skill or 
expertise. 
 
Past performance is not a guarantee of future results. 
Please note, each client account has different characteristics and other accounts with the same strategy may have 
materially different results. The actual characteristics of any particular account will vary based on a number of factors 
including, but not limited to (i) the size of the account; (ii) the timing of investment; (iii) investment restrictions 
applicable to the account, if any; and (iv) market exigencies at the time of investment. 


